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Over the past decades, wireless communications have proliferated, and the
growing demand for wireless applications and the number of connected users
have led to the advancing commercialization of 5G technology and the
predicted development of 6G technologies. Physical layer security is one of the
technologies that keep pace with the advancement of generations. This progress
offers significant advantages to users and requires strong security. Data
transmission in wireless communications suffers from serious threats. To
protect users from eavesdropping attacks, two PLS techniques are applied:
Artificial Noise (AN) and Cooperative Jamming (CJ). These techniques aim to
degrade the reception quality of potential eavesdroppers without affecting
users. Several metrics are applied to maintain information confidentiality,
including SR, SC, SOP, and SEE for SNR. This practical analysis was
conducted in MATLAB (Monte Carlo) on the application of AN and CJ
techniques on the AF relay. The results showed that the artificial noise
technique achieves better results in providing high security to users. The main
characteristic of artificial noise is its ability to generate a specific interference
signal based on channel characteristics. Future work indicates the application
of other PLS technigues on the relay.
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1. INTRODUCTION capacity of NOMA to accommodate several users on a

single Frequency, time slot, or code guarantees spectral

Wireless communications have become an integral part
of our daily lives and have a significant societal impact.
Applications related to medical data, e-banking, and e-
commerce, in particular, require privacy and
confidentiality regarding information transmitted over
wireless media. The emergence of 5G networks as a
successor to 4G is a concerning trend. The increase in
wireless devices necessitates low-cost, low-latency
networks, which 4G and prior generation networks excel
at (Nguyen et al., 2019).

One of the most exciting 5G criteria, non-orthogonal
multiple access (NOMA), is evolving with the times. The
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efficiency. In addition, NOMA has the potential to
improve user equality (Lee et al., 2018). Nevertheless,
cooperative communication may enhance throughput and
coverage in single-antenna systems (Ahmed & Gharavi,
2018). In a collaborative system, relays or adjacent nodes
assist the source in sending altered signals to a
destination. A relay's manipulation of the source signal
relies on the relaying protocol used.

The most common relaying protocols are amplify-and-
forward AF and decode-and-forward DF). The AF relay
amplifies and sends the received signal to the destination
(Van Nguyen et al., 2018). Eavesdropping and signal
interception are common risks to  wireless

141



Application Physical Layer Security Techniques for Enhancement of Cooperative Noma

communications, making NOMA networks insecure
(Atallah et al., 2015). The wiretap channel, pioneered by
Wyner, enabled secure communication without secret
keys. When an eavesdropper uses a degraded channel, the
source and destination may exchange secure messages at
a non-zero rate. However, the eavesdropper can learn
nothing about the messages from its observations (which
Wyner demonstrated) (Jameel et al., 2018).

Physical Layer Security (PLS) is a technology that
accompanies the advancement of 6G. It is essential to
maintain the confidentiality of information during its
transmission to NOMA networks and to combat
eavesdropping attacks. Physical layer security (PLS)
improves information security by utilizing wireless
channel characteristics like fading, noise, and
interference to prevent eavesdroppers from gaining
access to legitimate information (Hamamreh et al., 2018).
The research aims to provide confidentiality for
information during its transmission from the base station
to the users, improve the signal quality through relay-
type amplification and Forward AF, and maintain the
confidentiality of information while preventing
eavesdropping attacks. As NOMA downlink and uplink
have unique security features (Tabassum et al., 2017),
PLS has been studied independently. In Zhang et al.
(2016), the authors examined the downlink secrecy sum
rate maximization in an SISO NOMA system.

There was no further NOMA effort to address this
problem. Presentation of closed-form formulas for an
optimum power allocation strategy maximizing secrecy
sum rate, with numerical data demonstrating
performance improvement over OMA. A single
eavesdropper scenario was considered (He et al,. 2017)
for NOMA downlink. Design characteristics examined
were transmit power, decoding order, and transmission
rate. The secrecy measure used was the outage
probability. Two PLS techniques are applied to maintain
the confidentiality of information from eavesdroppers,
artificial noise, and cooperative jamming through
physical measures, including SOP, SC, SR, and SEE for
SNR.

This helps protect NOMA network users from
eavesdropping attacks by applying artificial noise to the
relay and cooperative jamming, as well as to prevent
information from reaching the eavesdropper or reaching
him in a confused Form that he cannot understand. This
paper is organized as follows: Section 2 discusses the
proposed system model, and Section 3 discusses Physical
Layer Security Applications. Section 4 presents
Performance Metrics for Secrecy. Section 5 presents
Results and Discussion. Section 6 presents Future
Research Direction, and Section 7 presents Conclusion.

2. LITERATURE REVIEW

Consider a cooperative wireless network consisting of
one source, two users, and one relay, with an
eavesdropper listening to the relay, as shown in Figure 1.
All nodes are equipped with a single antenna. The link
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between the base station and the users is called the home
channel, and the link between the base station and the
eavesdropper is called the eavesdropping channel. This
model is typical of most secure multi-user
communications systems. To evaluate the use of several
confidentiality metrics, such as Secrecy outage
probability (SOP), Secrecy capacity (SC), Secrecy rate
(SR), and Secrecy energy efficiency (SEE), in different
channel environments using MATLAB 2018. It should
be noted that all user nodes are equally located from the
base station, and the power allocation is fixed for users.
To study the impact of layer physical security techniques
on the cooperative NOMA system, the following
methods were chosen: artificial noise (AN) and
cooperative jamming (CJ). The NOMA approach was
applied to both PLS amplify and Forward AF routing
techniques. First, artificial noise is added to the AF relay,
where the AF nodes, upon receiving the signal, amplify
the signal and send it to the users without the
eavesdropper knowing, as the high noise is sent, and the
eavesdropper cannot understand the signal. Similarly,
cooperative jamming is applied in the same way, where
high jamming is sent to the eavesdropper. These
topologies are explained in Table 1.
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4

Were Station (BN}

Eavesdropping

Figure 1. A cooperative wireless network consisting of
one source, two users, and one relay in the presence of
an eavesdropper.

Table 1. Model Configuration

Particle Details
Cooperative schemes AF
Number of nodes (2),(3)
Power allocation Fixed
Cannel model Rayleigh channel
Power allocation for userl 0.48
Power allocation for user2 0.47
Power aIIocatlpn for 005
eavesdropping
SNR (0-30)dB

2.1 Physical Layer Security Technologies

The literature presents several approaches to improving
transmission rate and validating terminal identities,
making it easier to implement Physical Layer security.
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These approaches can be divided into several categories,
including PHY-authentication technologies, secure
multi-antenna technologies, secure relay technologies,
and wiretap code designs (Liu etal., 2016). Our work will
be limited to secure relay techniques.

2.1.1 Secure Relay Techniques

When transmitters in multi-hop wireless networks have
limited power to carry messages, relay systems are
crucial. Relay cooperation methods (llli et al., 2023),
including decode and forward (DF), amplify and forward
(AF), noise and forward (NF), and compress and forward
(CF), can increase wireless networks' secrecy
capabilities. We take into consideration the AF relaying
protocol, which uses a scaled version of the signal it
receives to send it to its destination without requiring any
decoding. Specifically, the signal is broadcast by the
source node first. The best relay node will then be chosen
to send a scaled-down version of the signal it has received
(Zou et al., 2016). Observe that the source signal is sent
twice from the source and relayed throughout the AF
relaying procedure. The total transmit power at the
source and relay must be kept to P in order to allow for a
fair comparison with direct transmission. For simplicity,
the transmit power at the source and relay is provided by
P/2 using the equal-power allocation (Li et al., 2019).
Consequently, given that the source node uses power P/2
to send its signal, the received signal at the relay can be
provided by

ri:\[g hsi s + ni
Where his represents a fading coefficient of the channel
from the source relay

n;~ CN(0,c%)represents AWGN at the relay(Zou et al.
2016).

2-2 Effect of the Eavesdropper on the NOMA Relay
Only information from the relay is audible to the
eavesdropper in this situation. The received signal that is
sent from the relay to the eavesdropper E in the second
phase of communication is more precisely provided by
yggMA = hge({Pralx; + /prazx;) + We

hRE denotes the channel between the relay and the
eavesdropper. E stands for additive white Gaussian noise
with zero mean and variance (NE), hRE~CN (0, ARE),
i=1,2, wE Pr is the relay's transmit power. It is
noteworthy that using SIC as a means of achieving the
SNR at

2 2
own = CPARL _ g
E

Where pE=Pr /NE, i= {1,2} and ai2 is the power
allocation fraction, the BS sends the overlaid signal
(x=alx1+02x2) to the relay. This study defines xi (i =1,
2) as the unit power signal received by users D1 and D2,
and ai as the power allocation fractions. To meet NOMA

criteria, assume al > o2 and set the power allocation
restriction to al+o2 =1 (Van Nguyen & Do, 2020).

3. PHYSICAL LAYER SECURITY
APPLICATIONS

Physical layer security applications can be classified into
several techniques, including artificial noise, multi-
antenna diversity, and cooperative jamming (Sanchez et
al., 2021). We will discuss in detail each of artificial noise
and cooperative jamming and their application to NOMA
users to maintain the confidentiality of information from
eavesdroppers.

3.1 Artificial Noise (AN)

Using a portion of the transmitter node's power, this
technique adds synthetic noise to the eavesdropper's
channel (da Silva et al., 2023). The AN and the
information-bearing signal are introduced into the
channel matrix of the authorized user's range space and
null space, respectively. In this way, the AN has minimal
adverse effects on the authorized recipient and only
degrades the eavesdropper (Lv et al., 2024).

Alice

% Information j
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Figure 2. Depicts an AN network model for a wiretap
channel with two nodes and an eavesdropper.

An efficient way to give the wvalid transmission
connection a channel quality advantage is by AN
injection. The majority of AN-based PLS systems,
however, depend on the installation of several antennas
at the transmitter (Zhang et al. 2015a; Zhang et al. 2015b;
Zhang et al. 2015c; Wang et al., 2018), which goes
against the 10T devices' need for low cost and compact
size. Cooperative AN injection emerges as a viable
remedy for this problem, guaranteeing the secure
transmission (Sun & Du, 2018). In Figure 2, the basic
system model of the AN network for PLS is depicted.
This technique aims to impair Eve's channel by adding
artificial noise (AN). According to (Cumanan et al,
2016), an authorized node in the network, such as Alice
or Bob, adds well-designed fake jamming signals to the
broadcast signal, harming Eve's channel (Sanchez et al.,
2021).
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3.2 Cooperative Jamming(CJ)
Cooperative jamming has garnered considerable interest
and is a promising technique. Initially, a multiple-access
wiretap channel was suggested in which several
authorized users wished to securely communicate with an
intended recipient while an eavesdropper was present
(Atallah et al., 2015). Cooperative jamming involves the
relay transmitting an independent signal while the source
transmits. The objective is to disrupt the eavesdropper's
signal. In particular, the source sends the message signal
\/Zs, where Ps is the transmit power, while the relay
sends a weighted version of a common jamming signal z,
wz, where w is the antenna weight vector (Chen et al,.
2016). Thus, the transmit power budget for the jamming
signal transmission is:
Pj =P —Ds

Received signal at destination equals

Ya = /Pshsps + whhgpz + 1y
Where nd is white, complicated Gaussian noise at the
destination and Hermitian transposition.The received
signal at the eavesdropper equals

Ve = \/EhSES +whhgez + 1,
Where a white complex Gaussian eavesdropping
noise is present (Chen et al,. 2016).

3.2.1 Types of Artificial Jamming Signals

To create interference at the eavesdropper's side,
cooperative jamming uses fake signals that can be split
into four groups (Long et al., 2014):

1- The most head-dative noise at the receiver is
Gaussian noise (Liu et al., 2016; Zhang et al.
2015b).

2- jamming signals that legal receivers already know
about, which merely affect the performance of the
eavesdropper. Because the genuine receiver is
unaffected by the jamming signals, this sort of
transmission is superior to the prior one (Long et
al., 2014; Atallah et al., 2015).

3- The genuine receiver may decode and cancel the
jamming signals using random codewords from a
public codebook that are known to all nodes,
including the eavesdroppers. However, decoding
the codewords necessitates a complex self-
interference cancellation receiver (Yener &
Ulukus, 2015).

4- This type of signal is challenging to apply due to
the change of the multiple transmission pairs.
Examples of sound signals for the other legitimate
nodes include the uplink and downlink of
neighboring  cells, signals of  multiple
simultaneous source-destination pairs, or signals
of the invited cognitive radio users (Atallah et al.,
2015).

3.2.2 Cooperative jamming using the Power
Allocation technique

Given that the jamming strategy and jamming power
level have a significant impact on the system's
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performance in cooperative jamming (Hamamreh et al.,
2018), three power allocation strategies are derived in
(Hamamreh et al.,, 2018) to minimize the outage
probability of the secrecy rate. In addition, three types of
jamming power allocation schemes are proposed based
on the available channel state information (CSI) at the
destination to minimize the outage probability. In order
to divide the received signal for information decoding
and energy harvesting, the valid receiver uses a power
splitting method, which the authors of (Zhang et al.,
2015c) offer as an alternative scenario. An alternative
approach to power allocation is examined in Long et al.
(2013), where the source nodes should use their power to
emit jamming signals rather than using additional nodes
to jam the eavesdropper.

4. PERFORMANCE METRICS FOR
SECRECY

A number of measures have been proposed to examine
the security level of PLS NOMA systems. Although
(Khoshafa et al., 2024) provided several PLS metrics, our
work will only focus on SR, SC, SEE, and SOPs for SNR.

4.1 Secrecy Rate(SR)
Calculating the difference between the main channel's
and the wiretap channel's attainable rates while using a
Gaussian codebook yields the SR of the Gaussian noise
wiretap channel (Wang & Zheng, 2016). Mathematically,
the SR and RS can be represented as

RS = [RD - REfO]+
Where RD is the achievable rate of the legitimate link,RE
is the achievable rate of the eavesdropping link, and
[x, 0]t = max(0,x)

4.2 Secrecy Capacity(SC)
The most significant possible rate Rs that guarantees
absolute secrecy, or the fastest rate at which secure data
may be sent over a wireless channel while preserving
confidentiality, is known as the SC, or Cs (Lv et al.,
2024). SC shows how secure communication is possible
even when eavesdroppers are present. Regarding this, Cs
can be acquired by

Cs = [Cp — Cg, 01"
Here, CD and CE represent the legitimate and
eavesdropping link capacity, respectively. CD must be
bigger than CE, emphasizing the importance of the main
channel quality over the wiretap channel, regardless of
the eavesdropper's computational capability.

4.3 Secrecy Outage Probability(SOP)

This measure is the likelihood that the SC will go below
the predetermined secure transmission rate, Rs > 0. In
light of this definition, the SOP is described as follows
(Pakravan et al., 2023).

Psop = pr(Cs < Ry)
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4.4 Secrecy Energy Efficiency(SEE)

When considering wireless secure communication
systems under energy constraints, one of the most
important metrics for assessing their effectiveness is the
ratio of the available secure channel (ASC), which stands
for the safe and dependable transmission of private
communications, to the total power consumption. SEE is
a statistic that evaluates a communication system's
energy efficiency while taking security into account to
guarantee transmission security (Ghadi et al., 2024).

4.5 Signal to Noise Ratio (SNR)

The strength of the received signal divided by the power
of the unwanted signals in a given frequency range is
known as the signal-to-noise ratio. It measures how much
noise skews the information that is transmitted. If this
ratio is acceptable, the signal may be filtered to remove
noise (Saeed & Sileh, 2023).

SNR = 10 10910 signal power

noise power

The inverse relationship between bit error rate (BER) and
signal-to-noise ratio (SNR) means that any increase in
BER results in a decrease in SNR. With an increase in
BER, system throughput decreases. Decibels (dB) are
used to indicate A high signal-to-noise proportion.

4.6 Bit Error Rate(BER)

The most widely used performance metric for
communication systems is bit error rate (BER). In a
communication system, data is transmitted in bits. The
exchange process involves a few mistakes. The average
rate of these transmission defects is known as the bit error
rate (BER) (Ahmed et al., 2018).

number of error bits

BER =
Total number of transmitted bits

5. RESULTS AND DISCUSSION

The results represent the performance of a system, for
example, NOMA for downlink communications between
a single base station and two or three equally and
unequally located user stations, under the PLS algorithm
to protect signals from eavesdroppers within the network.
The performance improvement of the NOMA network
system over PLS is examined using MATLAB 2018
(Monte Carlo) by optimizing the information
confidentiality  coefficients.  The  procedure s
implemented using two methods: artificial noise and
cooperative Jamming. Each method includes four
different measures of confidential information transfer,
such as (SR), (SC), (SOP), and (SEE), under the AF
cooperation protocols.

Figure 3 illustrates the impact of artificial noise on the
SR of legitimate users and eavesdroppers in a NOMA
downlink system via AF relaying. The SR of users
improves as the capability to decode the transmitted

information enhances, whereas the SR of the
eavesdropper decreases.
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Figure 3. Secrecy Rate (SR) Performance with
Artificial Noise.

The joint injection of artificial noise introduces the
controlled interference to the joint received signal of the
eavesdropper, which cannot be decoded as useful
information. At the same time, the AF relay ensures that
the intended users are able to receive the desired message
with minimal distortion. This effect further highlights the
dual role of artificial noise: it not only plays a security
layer against eavesdropping, but also maintains user
performance. The results are in agreement with the
effectiveness of artificial noise for increasing network
security, particularly under scenarios where multiple
users have distinct channel conditions, showing that the
legitimate communication is still secure when confronted
with adversarial eavesdropping attacks.

Figure (4) illustrates how artificial noise influences the
secrecy capacity (SC) of a NOMA system. The user's SC
value rises with added noise to around 6.9, while the SR
value reaches 7.6. This means that valid users enjoy
better channel conditions irrespective of interference,
while the capacity of the eavesdropper is reduced due to
distortion of the signal.

a” -t a-s
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Figure 4. Secrecy Capacity (SC) with Artificial Noise
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The SC measure captures the highest rate of data that can
be reliably transmitted securely and demonstrates that
artificial noise widens the gap between user and
eavesdropper channels. Through degrading the channel
of the eavesdropper while leaving the original users
untouched, the system achieves secure communication.
These results illustrate the importance of artificial noise
in physical layer security systems and demonstrate that
properly  optimized interference can  enhance
confidentiality without degrading the quality and
reliability of the communication for the intended
receivers.

Figure 5 illustrates the SOP of eavesdroppers and
legitimate users for artificial noise. The SOP of
legitimate users slows down with growing SNR,
achieving minimum points at 30 dB, indicating that the
probability of failure to keep the information secret
diminishes under high channel conditions.

Outage Probabilty (SOP)

Secravy

a0 25 W)

SNR (dB)
Figure 5. Secrecy Outage Probability (SOP) with
Artificial Noise

For the eavesdropper, there is an ever-increasing SOP,
eventually leading to full outage, which shows the
worsening difficulty in intercepting the signal. This move
confirms that the system possesses a reliable and secure
communication link for users and makes attempts at
interception increasingly unlikely. Mathematically, the
result is consistent with the RS > CS criterion, confirming
that the secrecy rate is larger than the eavesdropper
capacity. Overall, this figure indicates the efficiency of
artificial noise in reducing security breaches, with
evidence that NOMA systems can guarantee secure
protection against eavesdroppers while ensuring efficient
communication for legitimate users.
Figure 6 shows SEE for eavesdropper and user when
using artificial noise. SEE of user increases gradually
with SNR to a value of 86, while that of an eavesdropper
is nearly zero at 30 dB. The result indicates that the
system optimizes energy utilization for secure
communication, allowing users to get quality signals
without power loss. Artificial noise causes the
eavesdropper to obtain a grossly degraded signal, thereby
rendering energy utilization for interception futile. The
results indicate that physical layer security methods can
improve energy efficiency by focusing resources on
legitimate users simultaneously while canceling out
potential eavesdroppers. SEE thus is an end-to-end
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measure of the performance of a system, combining
secrecy and energy expenditure. The results verify the
role of artificial noise in rendering sustainable, energy-
efficient, and secure NOMA communication networks
easier to deploy in actual energy-constrained
environments.

) -m-b'-a--ar-g--a—-a—:w-‘or-&--a--o-h.o--o- -6
‘ ‘ SNR \: ' '
Figure 6. Secrecy Energy Efficiency (SEE) with
Artificial Noise

Figure 7 illustrates SR with cooperative jamming in
NOMA system with AF relays. Cooperative jamming
constitutes intentional interference from trusted nodes to
deceive eavesdroppers without compromising the
legitimate users' signals. With an increase in SR, users
are successful in decoding the messages, whereas SR of
the eavesdropper reduces due to the large amount of
interference. This approach is particularly effective when
multiple users are located at different distances from the
base station because it jams the eavesdropper's channel
in a selective fashion without affecting users. The results
demonstrate that cooperative jamming provides an extra
layer of physical layer security on top of artificial noise.
With the implementation of cooperative nodes, the
system achieves a compromise between the promotion of
user confidentiality and the retention of high data rates,
proving its effectiveness as a reliable method for
preventing information leakage in dynamic multi-user
communication.
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Figure 7. Secrecy Rate (SR) with Cooperative
Jamming
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The plot in Figure 8 shows how cooperative jamming
influences SC for users and eavesdroppers. SC of users is
augmented with jamming amplitude, reflecting better
secure transmission rates, whereas SC of the
eavesdropper decreases due to signal distortion.

—— Lo 1
—— | jotr 2
=& Eawsdopper

Capacity (SC)
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Figure 8. Secrecy Capacity (SC) with Cooperative
Jamming

Cooperative  jamming  effectively brings about
interference at the right positions, degrading the
eavesdropper's decoding ability without interfering with
legitimate communication. The results indicate that SC
can be optimized for users while maintaining the risk of
interception to a minimum, demonstrating the application
of cooperative interference to enhance confidentiality.
These outcomes confirm the strategic advantage of
cooperative security features in NOMA networks,
wherein users cooperate to maximize the secrecy gap.
With the provision of a strong SC for users and a weak
SC for eavesdroppers, the system is capable of preserving
secure and reliable communication even under situations
of time-varying network conditions and multi-user
interference.

Figure 9 illustrates SOP of users and eavesdroppers in
cooperative jamming. As SNR increases, users' SOP
decreases linearly, tending towards minimum values at
30 dB, whereas eavesdroppers' SOP tends toward
complete outage.
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Figure 9. Secrecy Outage Probability (SOP) with
Cooperative Jamming

This indicates that cooperative jamming effectively
guards legitimate transmissions such that users' secrecy
failure probability is minimal. The increasing SOP of
eavesdroppers illustrates that the ability of eavesdroppers
to intercept or demodulate messages is reduced as the
system adds intended interference. The figure highlights
the guard role of cooperative jamming in multi-user
networks, which depicts interference from trusted nodes
can be strategically used to reinforce security. The results
confirm that the NOMA system can deliver secure
communication reliably and eliminate potential threats,
and cooperative jamming is a key component of
advanced physical layer security techniques.

SEE for users and eavesdroppers with cooperative
jamming is illustrated in Figure 10. The SEE of users
rises gradually with SNR and reaches its maximum at 75,
whereas the efficiency of the eavesdropper remains near
zero. This means that cooperative jamming allows energy
to be used effectively towards secure communication
while attempts at interception are expensive and
inefficient.

B bl B B L ~A-'"
Figure 10 . Secrecy Energy Efficiency (SEE) with
Cooperative Jamming

By introducing interference in a strategic manner, the
system improves user performance without increasing
energy consumption. The results show that SEE is an
effective metric for evaluating the dual benefit of energy
efficiency and secrecy in NOMA systems. Typically,
cooperative jamming enhances secure throughput and
energy efficiency, justifying it for use in real networks
under energy constraints and proving its relevance to
maintaining user secrecy against eavesdropping attacks.
Physical Layer Security (PLS) and Non-Orthogonal

Multiple Access (NOMA) provide new developments,

keeping up with generational advancements in various

fields.

1- An AF encoding and routing protocol will be
implemented to select the optimal sequence, and
future work refers to the implementation of a
decoding and routing protocol (DF) and a hybrid
relay protocol (HRP).

2- The practical study and analysis are conducted by
placing the listening device close to the relay and
applying PLS techniques. Future studies propose
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placing the listening device close to the base station
(BS) and applying PLS techniques there.

3- Implementing two PLS techniques. Future work
indicates implementing other techniques on NOMA
users to provide security.

6. CONCLUSIONS

This research aims to improve user security and protect
them from eavesdropping attempts by investigating the
physical layer security of the NOMA collaborative
network. Artificial noise and cooperative jamming are
the two PLS techniques introduced. When applying PLS
to a NOMA system, the AF relay first transmits a large

amount of noise to deceive an eavesdropper, then jams
the signal to prevent information theft during
transmission. The most significant results of these two
methods are presented after applying four confidentiality
guarantees. The confidentiality ratio (SR) of artificial
noise was found to be 7.8 for artificial noise and 7.1 for
cooperative jamming. The confidentiality capacity (SC)
was 6.5 for cooperative jamming, while the SC was 7 for
artificial noise. The secrecy outage probability (SOP)
result was similar in the case of artificial noise and
cooperative jamming. The confidentiality energy
efficiency (SEE) of artificial noise was 86%, while the
SEE for cooperative jamming was 74%. This
demonstrates that users feel safer when using artificial
noise than when using cooperative jamming.
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